KAK SALLUTUTDCH
OoT PULLNHIA

PUMHr — BUA MOLWEeHHUYeCTBa, Koraa y uesioBeka KpaayT
rnepcoHasibHble AaHHble U AeHbrm ¢ NOMOLLbIO CaUTOB-NoaAesiok.
YacTo MOWEeHHUKM aenaloT CanTbl, KOTOpble KakK ABe Kanin Boabl
NOXOXXU Ha CanTbl peasibHbIX OpraHusaumum

KAK MOXXHO OKA3ATbCH
HA ®ULLNHITOBOM CAUTE?

[10 CCbISIKAM U3 MHTEPHETa UM N1EKTPOHHOWM noYTbl, CMC,
COOOLLEHUNN B COLCETAX NN MEeCCEeHIYKEPAX, peKnambl,
OObABMEHUN O NTOTEPESIX, pacnpoaa)ax, KOMNeHcaumax

OT rocyoapcCTBa

XaKepr HacCTO B3J/1aMbIBalOT YUYy>KNEe aKKayHTDbl,
" ¢MI.IJMHFOBaﬂ CCblJiIKa MOXKeT I'IpMﬁTM Ada e OT 3HAaKOMbIX

KAK PACMO3HATb
PULLINHIOBbIN CAUT?

Appec oTIM4YaeTca OT HAacToSALWEro Nullb rnapomn cCUMBOJIOB
B agpecHoM cTpoKe HeT https 1 3HayKa 3aKpbITOro 3amMka
Oun3aiH ckonupoBaH HeKaYeCcTBEHHO, B TEKCTaX eCTb OLINOKMK

Y camTa Mafio CTpaHWL, N1 gake ogHa — Aj19 BBOOA OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLINHTA?

YcTaHOBUTE aHTMBUPYC U PerynsapHoO obHoBNaWTE ero
CoxpaHanTe B 3aKk/lafKkax agpeca HY>XHbIX CaTOB
He nepexoanTte No nogo3puTebHbIM CCblJIKaM

Ucnonb3ymnTe OTOENBbHYIO KapTy AJ19 MOKYMOK B MHTEPHETE,
KNaguTe Ha HEE HY)KHYIO CYyMMY NPSMO Nepen onsaTomn

PuHaHcoBas
NMoapo6Hee o npaBunax KYnbTypa
KnéeprmurmeHbol YMTauTe Ha




MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®EOEPALUN

FEHEPAJIbHASA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUN

OT OH/TAUH-MOLWWEHHUKOB

YT06bI fOOpaThbCA A0 BanX 6aHKOBCKUX CHETOB,
MOLUEHHNKAM HY>XXHbl BallX NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT adpepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM cBeEpPXNPUObIIbHbIE
MHBECTULMOHHbIE NPOeKTbLIl. [apaHTUsA ObICTpOro oboraweHna — nprusHak obmMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KUNE LUeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yl'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakUMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyUnTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTeiei Ha NonynapHbIX cakTax 06 bABMEHUI

Kak o6e3onacuTtb CBOU AEHbIU

B UHTEepHeTe?

1 YCTaHOBUTE aHTUBUPYC N PErYyNApHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYIO 0e6eTOBYIO KapTy ANA NnaaTexen
B MHTEPHETE U KNaANTe Ha Hee HYXXHYIO CyMMY nepepn onsaTown

Bcerga npoBepante aapeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/INYATLCA OT OPMLMANBbHBLIX NNULLb MAPON CUMBO/IOB

4 He nepexognte No CcCbi/lIkaM OT HE3HAKOMLEB —
cpa3sy ygoanamrte COMHUTE IbHble COOOLWEHNS

Hnkomy He coobLLianTe CBOU NepCcoHanbHble gaHHble

MoppobHee o npaBuiax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/bTypa



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALINU

FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOWN ®EOEPALINU

UTO AOEJNIATD, ECJIN C KAPTDI
YKPAJIU OEHbI'N?

© 3AB/IOKMPOBATb @ HAIMUCATb

© OBPATUTDLCH

KAPTY 3ASABJIEHUE O HECOINNTACUMA .~ Bnonuumio

C OMNEPALUUEN
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* MO HOMepy TenepoHa 6aHkKa .~ 3asiBNeHue gonXHo . Yem 6onblie nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNUCaHo: ~ nopagyT 3asaB/IeHUs,
Unn Ha odpmumanbHOM canTe  + B TeueHue cyToK nocne TeM BbllLe BEPOATHOCTb,
« Yepe3s MOOU/IbHOE NpUMoXeHue COOBLEHUS O CIUCAHUN ~ YTO NPEeCTynHMKOB
» Yyepes NIMYHbIN KabunHeT AcHer 00
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAE/IeHUM
’ 6aHKa

e B OTAENEeHUN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE:

« CPOK OENCTBUA KApPTbl U TPEX3HAaUYHbIN KOA
Ha ee o6opoTHoMn ctopoHe (CVV/CVC)

- MAPO/SIN U KOAbl U3 YyBEAOM/TEHNN
« IOFMH M MapoOsib OT OHNanH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OJAHHbIE B OTKprTOM ,EI,OCTyI'Ie

YCTAHOBUTE
AHTMBUPYCbI HA BCe YCTPOMNCTBA

NMoapo6Hee o npaBuiax 6e3onacHOCTU
yutamTe Ha fincult.info

KOOOBOE CJ/10BO

Ha3blBalTe TONIbKO COTPYAHNKY BaHKa,
KOrga caMmy 3BOHUTE Ha ropsYyio
NTNHUIO

baHK He KoMneHcUupyert
rnoTepu, ecnv Bbl HapyLInu

npaBuia 6e3onacHoro
UCMO/Ib30BaHUA KapThbl

duHaHcoBas
KyJbTypa



MUHUCTEPCTBO BHYTPEHHWUX OEN
POCCUMNCKOWN ®OEOEPALINU

FrEHEPAJIbHAA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUU

OCTOPOXHO:
TEJIEPOHHbIE MOLLEHHUKNA!

S NPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

Adepuctbl MOryT
npencTaBUTbCS CNyXX6ou
6e3onacHocTu 6aHKa,
HaJIoroBoOW,

NMPOKypaTypowu

9 HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOODI

y Bac He 6bin1o
BpeMeHu Bce obayMaTb

e FOBOPAT O AEHDBIAX

[MpepnaraloT cnacTu
cbepexeHus, NonyvnTb
KOMIMEHCaLMIO UIN BITIOXUTbCS
B MHBECTULIMOHHbIN NMPOEKT

JTiro60o1 HeoXXnaaHHbIU
3BOHOK, CMC v nncbMo —
NOBOJ, HACTOPOXUTbCSH

3BOHAT
N3 6aHkKa, Nnonmuum
NN Opyrom opraHmnsaumm?

PAOYIOT BHE3AMHOM g

i ~ MPOCSIT COOBLUUTD
BbIFOOOW UMY NYTAIOT 5

~ YBEOUTECH, AAHHDbIE
CManble 3MOL|,MM UTO 3TO He MOLLIeHHl/IKl/I! 3J'IOYMb||.|.|f|eHHMKOB
Z npuUTYNNAoT UHTEepPEeCyIoT PEKBU3UTDI
ONTEeSIbHOCTb

KapTbl, NApOsv 1 Kogbl
N3 6aHKOBCKUX YBEOOMJIEHUM

@ HUKOIOA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHUKM 6aHKOB M Nonmummn * Kopgpl 3 CMC
HUKOIOA He cnpawuBaloT * Tpex3HauHblK Ko Ha 060pOTHOMU
peKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
u3 CMC, nepcoHarbHble AaHHble * PIN-kon
1 He NPOCST coBepLIaTh * MNapPOSIN/NOrmHbl K 6aHKOBCKOMY

NPUNOXEHUIO N OHJTaNH-6aHKY
* KOOOBOE CJIOBO
e MepcoHasibHble AaHHbIe

Kak sawmTuTb cBOM pUHaHCHI, ®uHaHcoBas
’ : : KyJ/ibTypa
yutamTe Ha fincult.info

nepeBoabl C Balwlewu KapThl
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